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T.isting of riaims: 

1 . (Currently amended) A method of determining random values for an a stream 
cipher, comprising: 

determining at least two sequential random values fax the stieaiii cipliei in parallel 

utilizing a common S-hox, the stream cipher onmprising a In ginal rnmhinatinn nf the ranHnm 
vahiPR and plaintpvt 

2. (Original) The method of Claim 1, wherein the step of determining at least two 
sequential random values in parallel utilizing a common S-box further comprises the steps of: 

determining if a collision exists between accesses of the common S-box utilized to 
determine a first of the two sequential random values and accesses of the common S-box 
utilized to determine a second of the two sequential random values; and 

modifying the determination of the at least two sequential random values based on 
whether a collision exists between accesses of the common S-box. 

3. (Previously presented) The method of Claim 2, wherein the step of 
determining if a collision exists comprises the steps of: 

determining a state associated with the determination of the at least two sequential 
random values; 

comparing values of counters utilized in determining the at least two sequential 
random values; and 

detecting a collision based on the determined state and the compared values. 

4. (Original) The method of Claim 3, wherein at least two states are associated 
with the determination of the at least two sequential random values, wherein the counters 
associated with at least two sequential values comprise first and second i counter values, first 
and second j counter values and first and second t counter values and wherein the step of 
detecting a collision comprises the steps of: 

detecting a first collision if the determined state is the first state and the second i 
counter values equals the first j coimter value; 
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detecting a second collision if the determined state is the first state and the second j 
counter values equals the first i counter value; 

detecting a third collision if the determined state is the first state and the second j 
counter values equals the first j counter value; 

detecting a fourth collision if the determined state is the second state, the second j 
counter values equals the first t counter value; and 

detecting a fifth collision if the determined state is the second state and the second t 
counter values equals the first i coxmter value and the second j counter value is not equal to 
the first i covinter value. 

5. (Original) The method of Claim 4, wherein the step of modifying the 
determination of the at least two sequential random values based on whether a collision exists 
between accesses of the common S-box comprises the steps of: 

utilizing an S-box value corresponding to the first i counter as the S-box value 
corresponding to the second i counter if the first collision is detected; 

utilizing an S-box value corresponding to the first j counter as the S-box value 
corresponding to the second j coimter and preventing writing an S-box value corresponding to 
the first j counter to a location in the S-box corresponding to the first i coimter if the second 
collision is detected; 

utilizing an S-box value corresponding to the first i counter as the S-box value, 
corresponding to the second j counter and preventing writing an S-box value corresponding to 
the first i counter to a location in the S-box corresponding to the first j coimter if the third 
collision is detected; 

utilizing an S-box value corresponding to the second j counter as the S-box value 
corresponding to the first t counter if the fourth collision is detected; and 

utilizing an S-box value corresponding to the second j counter as the S-box value 
corresponding to the first t counter if the fifth collision is detected. 

6. (Original) The method of Claim 2, fiirther comprising the steps of: 
determining if a collision exists between accesses of the common S-box utilized to 

determine a first portion of the first of the two sequential random values and accesses of the 
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common S-box utilized to determine a second portion of the first of the two sequential 
random values; and 

determining if a collision exists between accesses of the common S-box utilized to 
determine a first portion of the second of the two sequential random values and accesses of 
the common S-box utilized to determine a second portion of the second of the two sequential 
random values. 

7. (Previously presented) The method of Claim 6, wherein the step of 
determining if a collision exists comprises the steps of: 

determining a state associated with the determination of the at least two sequential 
random values; 

comparing values of counters utilized in determining the at least two sequential 
random values; and 

detecting a collision based on the determined state and the compared values. 

8. (Original) The method of Claim 7, wherein at least two states are associated 
with the determination of the at least two sequential random values, wherein the counters 
associated with at least two sequential values comprise first and second i covinter values, first 
and second j coxmter values and first and second t counter values and wherein the steps of 
determining if a collision exists between accesses of the common S-box utilized to determine 
a first portion of the first of the two sequential random values and accesses of the common S- 
box utilized to determine a second portion of the first of the two sequential random values 
and determining if a collision exists between accesses of the common S-box utilized to 
determine a first portion of the second of the two sequential random values and accesses of 
the common S-box utilized to determine a second portion of the second of the two sequential 
random values comprises the steps of: 

detecting a first collision if the determined state is the second state and the first i 
counter value equals the first t counter value; and 

detecting a second collision if the determined state is the second state and the second t 
counter values equals the second i counter value. 
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9. (Original) The method of Claim 8, wherein the step of modifying the 
determination of the at least two sequential random values based on whether a collision exists 
between accesses of the common S-box comprises the steps of: 

utilizing an S-box value corresponding to the first j counter as the S-box value 
corresponding to the first t counter if the first collision is detected; and 

utilizing an S-box value corresponding to the second j counter as the S-box value 
corresponding to the second t coimter if the second collision is detected. 

10. -15. (Canceled) 

1 6. (Currently amended) A system for determining random values for an a stream 
cipher, comprising: 

a memory containing an S-box; and 

means for determining at least two sequential random values foi the stieani ciphei in 
parallel utilizing the S-box, the stream cipher comprising a logical comhinatinn of the random 
vahie<s and plaintevt . 

17. (Original) The system of Claim 16, wherein the means for determining at least 
two sequential random values in parallel utilizing the S-box further comprises: 

means for determining if a collision exists between accesses of the S-box"utilized to 
determine a first of the two sequential random values and accesses of the S-box utilized to 
determine a second of the two sequential random values; and 

means for modifying the determination of the at least two sequential random values 
based on whether a collision exists between accesses of the S-box. 

18. (Previously presented) The system of Claim 17, wherein the means for 
determining if a collision exists comprises: 

means for determining a state associated with the determination of the at least two 
sequential random values; 

means for comparing values of counters utilized in determining the at least two 
sequential random values; and 
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means for detecting a collision based on the determined state and the compared 

values. 

19. (Original) The system of Claim 18, wherein at least two states are associated 
with the determination of the at least two sequential random values, wherein the counters 
associated with at least two sequential values comprise first and second i counter values, first 
and second j coimter values and first and second t counter values and wherein means for 
detecting a collision comprises: 

means for detecting a first collision if the determined state is the first state and the 
second i counter values equals the first j counter value; 

means for detecting a second collision if the determined state is the first state and the 
second j counter values equals the first i counter value; 

means for detecting a third collision if the determined state is the first state and the 
second] counter values equals the first j counter value; 

means for detecting a fourth collision if the determined state is the second state, the 
second j counter values equals the first t counter value; and 

means for detecting a fifth collision if the determined state is the second state and the 
second t counter values equals the first i counter value and the second j counter value is not 
equal to the first i counter value. 

20. (Original) The system of Claim 1 9, wherein the means for modifying the 
determination of the at least two sequential random values based on whether a collision exists 
between accesses of the S-box comprises: 

means for utilizing an S-box value corresponding to the first i counter as the S-box 
value corresponding to the second i counter if the first collision is detected; 

means for utilizing an S-box value corresponding to the first j counter as the S-box 
value corresponding to the second j counter and preventing writing an S-box value 
corresponding to the first j counter to a location in the S-box corresponding to the first i 
coimter if the second collision is detected; 

means for utilizing an S-box value corresponding to the first i counter as the S-box 
value corresponding to the second j counter and preventing writing an S-box value 
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corresponding to the first i counter to a location in the S-box corresponding to the first j 
counter if the third collision is detected; 

means for utilizing an S-box value corresponding to the second j counter as the S-box 
value corresponding to the first t counter if the fourth collision is detected; and 

means for utilizing an S-box value corresponding to the second j counter as the S-box 
value corresponding to the first t counter if the fifth collision is detected. 

2 1 . (Original) The system of Claim 1 7, further comprising: 

means for determining if a collision exists between accesses of the S-box utilized to 
determine a first portion of the first of the two sequential random values and accesses of the 
S-box utilized to determine a second portion of the first of the two sequential random values; 
and 

means for determining if a collision exists between accesses of the S-box utilized to 
determine a first portion of the second of the two sequential random values and accesses of 
the S-box utilized to determine a second portion of the second of the two sequential random 
values. 

22. (Previously presented) The system of Claim 2 1 , wherein the means for 
determining if a collision exists comprises: 

means for determining a state associated with the determination of the at least two 
sequential random values; 

means for comparing values of counters utilized in determining the at least two 
sequential random values; and 

means for detecting a collision based on the determined state and the compared 

values. 

23. (Original) The system of Claim 22, wherein at least two states are associated 
with the determination of the at least two sequential random values, wherein the counters 
associated with at least two sequential values comprise first and second i counter values, first 
and second j counter values and first and second t counter values and wherein the means for 
determining if a collision exists between accesses of the S-box utilized to determine a first 
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portion of the first of the two sequential random values and accesses of the S-box utilized to 
determine a second portion of the first of the two sequential random values and the means for 
determining if a collision exists between accesses of the S-box utilized to determine a first 
portion of the second of the two sequential random values and accesses of the S-box utilized 
to determine a second portion of the second of the two sequential random values comprises: 

means for detecting a first collision if the determined state is the second state and the 
first i counter value equals the first t coimter value; and 

means for detecting a second collision if the determined state is the second state and 
the second t counter values equals the second i coxmter value. 

24. (Original) The system of Claim 23, wherein the means for modifying the 
determination of the at least two sequential random values based on whether a collision exists 
between accesses of the S-box comprises: 

means for utilizing an S-box value corresponding to the first j counter as the S-box 
value corresponding to the first t counter if the first collision is detected; and 

means for utilizing an S-box value corresponding to the second j counter as the S-box 
value corresponding to the second t counter if the second collision is detected. 

25. (Currently amended) A computer program product for determining random 
values for an stream cipher, comprising: 

a computer readable media having computer readable program code embodied therein, 
the computer readable program code comprising: 

computei leadable piugiam code configuied to provide a memory containing an S- 
box; and 

computer readable program code configured to determine at least two sequential 
random values fox the slieani cipher in parallel utilizing the S-box, the stream cipher 
rnmpH<;ing a logical comhinatmn of the random vahips; and plaintPivt 

26. (Original) The computer program product of Claim 25, wherein the computer 
readable program code configured to determine at least two sequential random values in 
parallel utilizing the S-box further comprises: 
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computer readable program code configured to determine if a collision exists between 
accesses of the S-box utilized to determine a first of the two sequential random values and 
accesses of the S-box utilized to determine a second of the two sequential random values; and 

computer readable program code configured to modify the determination of the at 
least two sequential random values based on whether a collision exists between accesses of 
the S-box. 

27. (Previously presented) The computer program product of Claim 26, wherein 
the computer readable program code configured to determine if a collision exists comprises: 

computer readable program code configured to determine a state associated with the 
determination of the at least two sequential random values; 

computer readable program code configured to compare values of counters utilized in 
determining the at least two sequential random values; and 

computer readable program code configured to detect a collision based on the 
determined state and the compared values. 

28. (Original) The computer program product of Claim 27, wherein at least two 
states are associated with the determination of the at least two sequential random values, 
wherein the counters associated with at least two sequential values comprise first and second i 
counter values, first and second j counter values and first and second t counter values and 
wherein the computer readable program code configured to detect a collision comprises: 

computer readable program code configured to detect a first collision if the 
determined state is the first state and the second i counter values equals the first j counter 
value; 

computer readable program code configured to detect a second collision if the 
determined state is the first state and the second j counter values equals the first i counter 
value; 

computer readable program code configured to detect a third collision if the 
determined state is the first state and the second j counter values equals the first j counter 
value; 

computer readable program code configured to detect a fourth collision if the 
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determined state is the second state, the second j counter values equals the first t counter 
value; and 

computer readable program code configured to detect a fifth collision if the 
determined state is the second state and the second t counter values equals the first i counter 
value and the second j counter value is not equal to the first i counter value. 

29. (Original) The computer program product of Claim 28, wherein the computer 
readable program code configured to modify the determination of the at least two sequential 
random values based on whether a collision exists between accesses of the S-box comprises: 

computer readable program code configured to utilize an S-box value corresponding 
to the first i counter as the S-box value corresponding to the second i counter if the first 
collision is detected; 

computer readable program code configured to utilize an S-box value corresponding 
to the first j counter as the S-box value corresponding to the second j counter and preventing 
writing an S-box value corresponding to the first j counter to a location in the S-box 
corresponding to the first i counter if the second collision is detected; 

computer readable program code configured to utilize an S-box value corresponding 
to the first i counter as the S-box value corresponding to the second j counter and preventing 
writing an S-box value corresponding to the first i counter to a location in the S-box 
corresponding to the first j counter if the third collision is detected; 

computer readable program code configured to utilize an S-box value corresponding 
to the second j counter as the S-box value corresponding to the first t counter if the fourth 
collision is detected; and 

computer readable program code configured to utilize an S-box value corresponding 
to the second j counter as the S-box value corresponding to the first t counter if the fifth 
collision is detected. 

30. (Original) The computer program product of Claim 26, fiirther comprising: 
computer readable program code configured to determine if a collision exists between 

accesses of the S-box utilized to determine a first portion of the first of the two sequential 
random values and accesses of the S-box utilized to determine a second portion of the first of 
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the two sequential random values; and 

computer readable program code configured to determine if a collision exists between 
accesses of the S-box utilized to determine a first portion of the second of the two sequential 
random values and accesses of the S-box utilized to determine a second portion of the second 
of the two sequential random values. 

3 1 . (Previously presented) The computer program product of Claim 30, wherein 
the computer readable program code configured to determine if a collision exists comprises: 

computer readable program code configured to determine a state associated with the 
determination of the at least two sequential random values; 

computer readable program code configured to compare values of counters utilized in 
determining the at least two sequential random values; and 

computer readable program code configured to detect a collision based on the 
determined state and the compared values. 

32. (Original) The computer program product of Claim 3 1 , wherein at least two 
states are associated with the determination of the at least two sequential random values, 
wherein the counters associated with at least two sequential values comprise first and second i 
counter values, first and second j counter values and first and second t counter values and 
wherein the computer readable program code configured to determine if a collision exists 
between accesses of the S-box utilized to determine a first portion of the first of the two 
sequential random values and accesses of the S-box utilized to determine a second portion of 
the first of the two sequential random values and the computer readable program code 
configured to determine if a collision exists between accesses of the S-box utilized to 
determine a first portion of the second of the two sequential random values and accesses of 
the S-box utilized to determine a second portion of the second of the two sequential random 
values comprises: 

computer readable program code configured to detect a first collision if the 
determined state is the second state and the first i counter value equals the first t counter 
value; and 

computer readable program code configured to detect a second collision if the 
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determined state is the second state and the second t counter values equals the second i 
counter value. 

33. (Original) The computer program product of Claim 32, wherein the computer 
readable program code configured to modify the determination of the at least two sequential 
random values based on whether a collision exists between accesses of the S-box comprises: 

computer readable program code configured to utilize an S-box value corresponding 
to the first j counter as the S-box value corresponding to the first t counter if the first collision 
is detected; and 

computer readable program code configured to utilize an S-box value corresponding 
to the second j coimter as the S-box value corresponding to the second t counter if the second 
collision is detected. 



